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Problem: Detecting abnormal samples from DNNs Experimental result: detection and incremental learning

Contribution 1: New confidence score for detection

— — — Adverearia New confidence score: Mahalanobis distance between test sample and the Experiments on detecting out-of-distribution (OOD) samples:
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DNNs . i : . (ours) v : 91.45 9837 9355 9643 9935
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e Detecting test samples drawn sufficiently far away from the training distri-
bution statistically or adversarially.

How to define a confidence score?

Table 1: Contribution of each proposed method on distinguishing in- and out-of-distribution test
set data. We measure the detection performance using ResNet trained on CIFAR-10, when SVHN
dataset is used as OOD. All values are percentages and the best results are indicated in bold.

e Input pre-processing: adding a small controlled noise to a test sample.
e Feature ensemble: utilizing the low-level features in DNNSs.
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sample

Algorithm description:

Table 2: Distinguishing in- and out-of-distribution test set data for image classification under various

validation setups. All values are percentages and the best results are indicated in bold.
Out-of-distribution: SVHN Out-of-distribution: SVHN

Algorithm 1 Computing the Mahalanobis distance-based confidence score.
® Appllcatlons: Detectlng abnormal sam ples and class incremental Iearnlng. Input: Test sample x, weights of logistic regression detector ay, noise € and parameters of Gaus- e
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(a) Small number of training data

Find the closest class: ¢ = argmin,. (fy(x) — ﬁg)c)Tflzl (fe(x) — 1e.c)
i

AN

7 (folx) — fiee) )
! (fé(ﬁ) o //Zé,c)

Softmax classifier and generative classifier with GDA assumption.

. o . Add small noise to test sample: X = x — esign (vx (fe(x) — 1e 2)
e Suppose that a pre-trained Softmax neural classifier is given:

Figure 3: Comparison of AUROC (%) under extreme scenarios: (a) small number of training data,
where the x-axis represents the number of training data. (b) Random label 1s assigned to training
data, where the x-axis represents the percentage of training data with random label.

Experimental results on detecting adversarial attacks:

Computing confidence score: My = max — (f¢(X) — fig.e) Xj

end for
return Confidence score for test sample ) , oy M,

exp (w, f(x) +b)

Py =c|x) = = - where f is penultimate layer.
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e Table 3: Comparison of AUROC (%) under various validation setups. For evaluation on unknown
Y=

attack, FGSM samples denoted by “seen” are used for validation. For our method, we use both

Algorithm 2 Updating Mahalanobis distance-based classifier for class-incremental learning.

100 i 10- — Input: set of samples from a new class {Xz' :Vi=1...Nciq }, mean and covariance of observed feature ensemble and input pre-processing. The best results are 1nd}cated in bold.
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(a) Base: half of CIFAR-100 / New: the other half (b) Base: CIFAR-100 / New: ImageNet

(a) Visualization by t-SNE (b) Classification accuracy (c) ROC curve

Figure 4: Experimental results of class-incremental learning on CIFAR-100 and ImageNet datasets.
In each experiment, we report (left) AUC with respect to the number of learned classes and, (right)
the base-new class accuracy curve after the last new classes 1s added.

e Handling new class by simply computing the class mean of new class and
updating the covariance.

Figure 1: For all experiments in (a), (b) and (¢), we commonly use the ResNet with 34 layers.

e Inference: J(x) = argmin, (f(x) — fi.) &7 (F(x) — fic) -



