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What is Novelty Detection?

* Deep neural networks (DNNs) can be generalized well when the test samples
are from similar distribution (i.e., in-distribution)
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What is Novelty Detection?

* Deep neural networks (DNNs) can be generalized well when the test samples
are from similar distribution (i.e., in-distribution)
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* However, in the real world, there are many unknown and unseen samples that
classifier can’t give a right answer
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Unseen sample, i.e., out-of-  ynknown sample Adversarial samples
r distribution (not animal) [Goodfellow et al., 2015]
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What is Novelty Detection?

* Novelty detection
* Given pre-trained (deep) classifier,

* Detect whether a test sample is from in-distribution (i.e., training distribution by
classifier) or not (e.g., out-of-distribution / adversarial samples)

Abnormal sample

/

%o @

Decision boundary

Algorithmic Intelligence Lab



What is Novelty Detection?

* Novelty detection
* Given pre-trained (deep) classifier,

* Detect whether a test sample is from in-distribution (i.e., training distribution by
classifier) or not (e.g., out-of-distribution / adversarial samples)

Abnormal sample

/

Decision boundary

* It can be useful for many machine learning problems:
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Ensemble learning Incremental learning
[Lee et al., 2017] [Rebuff et al., 2017]

Calibration
[Guo et al., 2017]
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What is Novelty Detection?

* Novelty detection
* Given pre-trained (deep) classifier,

* Detect whether a test sample is from in-distribution (i.e., training distribution by
classifier) or not (e.g., out-of-distribution / adversarial samples)

Abnormal sample

/

Decision boundary

* Itis also indispensable when deploying DNNs in real-world systems [Amodei et
al., 2016]

Autonomous drive Secure authentication system
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What is Novelty Detection?

 How to solve this problem?

* Threshold-based Detector [Hendrycks et al., 2017, Liang et al., 2018]

[Test sample]
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What is Novelty Detection?

 How to solve this problem?

* Threshold-based Detector [Hendrycks et al., 2017, Liang et al., 2018]

[Test sample]
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What is Novelty Detection?

 How to solve this problem?
* Threshold-based Detector [Hendrycks et al., 2017, Liang et al., 2018]

[Test sample]
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» Utilizing a posterior distribution
* 1. Maximum value or entropy of posterior [Hendrycks et al., 2017]

H =" —P(y|x)log P(y|x)

Y
* 2. Input and output processing [Liang et al., 2018]
exp(fy(x)/T)
P(ylx;T) =
>y exp(fy (x)/T)

1
M Z P(ylx; Hm)

* 3. Bayesian inference [Li et al., 2017] and ensemble of classifier [Balaji et al., 2017]
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What is Novelty Detection?

 How to solve this problem?
* Threshold-based Detector [Hendrycks et al., 2017, Liang et al., 2018]
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e Utilizing a hidden features from DNNs
* 1. Local intrinsic dimensionality [Ma et al., 2018]

LID(x) = ( Zlog 7 (x)))

* 2. Mahalanobis distance [Lee et al., 2018b]

M(X) — mg“x_ (.f(x) o UC)T 2_1 (f(X) o Uc)
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Utilizing the Posterior Distribution

* Remind that classification is finding an unknown posterior distribution, i.e., P(Y|X)

Input space @—P— @ Output space

* How to model our posterior distribution: Softmax classifier with DNNs
exp(w, f(x) + bc)

> exp(w., f(x) + ber)

» Where f(-) is hidden features from DNNs

P(y = c|x) =

Algorithmic Intelligence Lab 14



Utilizing the Posterior Distribution

* Remind that classification is finding an unknown posterior distribution, i.e., P(Y|X)

Input space @—P— @ Output space

* How to model our posterior distribution: Softmax classifier with DNNs
exp(w, f(x) + bc)

> exp(w,, f(x) + ber)

* Where f(-) is hidden features from DNNs

P(y = c|x) =

* Natural choice for confidence score
* 1. maximum value of posterior distribution

max P(y = c|x)

» 2. entropy of posterior distribution

H =) —P(y|x)log P(y|x)
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Utilizing the Posterior Distribution

* Baseline detector [Hendrycks et al., 2017]
* Confidence score = maximum value of predictive distribution

Algorithmic Intelligence Lab
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=) max P(y = c|x)

If score > €: In-distribution

Else: out-of-distribution
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Utilizing the Posterior Distribution

* Baseline detector [Hendrycks et al., 2017]
* Confidence score = maximum value of predictive distribution

O O If score > €: In-distribution
O O

S s o »m?x P(y = c|x)

O O Else: out-of-distribution

[Input] |

[Deep classifier]

* Evaluation: detecting out-of-distribution
* Assume that we have classifier trained on MNIST dataset
* Detecting out-of-distribution for this classifier

mrmlo ] ) Ba >
!

—[ Predictive dist. ]_
ol B=W] ( n-distribution ) | Out-of-distribution ]ﬂgw};
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Utilizing the Posterior Distribution

* Baseline detector [Hendrycks et al., 2017]
* Confidence score = maximum value of predictive distribution

O O If score > €: In-distribution
O O

S s o »m?x P(y = c|x)

O O Else: out-of-distribution

[Input] |

[Deep classifier]

* Evaluation: detecting out-of-distribution
* TP = true positive / FN = false negative /TN = true negative / FP = false positive

Receiver operating characteristic example

 AUROC
* Area under ROC curve

* ROC curve = relationship between TPR N

and FPR |

0.4

True Positive Rate

* AUPR (Area under the Precision-Recall curve)

0.2

* Area under PR curve

— ROC curve (AUC = 0.79)

0.2 0.4 0.6 0.8 1.0

. . . . 0'%.0/'
* PR curve = relationship between precision and recall

Algorithmic Intelligence Lab 18



Utilizing the Posterior Distribution

* Baseline detector [Hendrycks et al., 2017]
* Confidence score = maximum value of predictive distribution

O O If score > €: In-distribution
O O

S s o »mgx P(y = c|x)

O O Else: out-of-distribution

[Input] :

[Deep classifier]

* Evaluation: detecting out-of-distribution
* Image classification (computer vision)

In-Distribution / AUROC AUPR In AUPR

Out-of-Distribution /random random Out/random

CIFAR-10/SUN 95/50 89733 97767

CIFAR-10/Gaussian 97/50 98/49 95/51

CIFAR-10/All 96/50 88/24 98/76

CIFAR-100/SUN 91/50 8327 96/73 - :
CIFAR-100/Gaussian 88/50 92/43 80/57 » Baseline method is better
CIFAR-100/All 90/50 81/21 96/79 than random detector
MNIST/Omniglot 96/50 97/52 96/48

MNIST/notMNIST 85/50 86/50 88/50

MNIST/CIFAR-10bw 95/50 95/50 95/50

MNIST/Gaussian 90/50 90/50 91/50

MNIST/Uniform 99/50 99/50 98/50

MNIST/All 91/50 76/20 98/80

Algorithn ——F5=——= 19




Utilizing the Posterior Distribution

* Baseline detector [Hendrycks et al., 2017]
* Confidence score = maximum value of predictive distribution

O O If score > €: In-distribution
O O

S s o »mgx P(y = c|x)

O O Else: out-of-distribution

[Input] [Deep classifier]

* Evaluation: detecting out-of-distribution
* Text categorization (NLP)

Dataset AUROC AUPR AUPR
/random Succ/random Err/random
15 Newsgroups 89/50 99/93 42/7.3
Reuters 6 89/50 100/98 35/2.5
Reuters 40 91/50 99/92 45/7.6

* Qut-of-distribution
* 5 Newsgroups for 15 Newsgroups
e 2 Reuters for Reuters 6

e 12 Reuters for 40 Reuters
Algorithmic Intelligence Lab 20



Utilizing the Posterior Distribution

* ODIN detector [Liang et al., 2018]
e Calibrating the posterior distribution using post-processing

* Two techniques

« Temperature scaling Temperature scaling parameter

7
exp (f5(x)/T)

Py =ylx;T) = :
f = (f1,..., fK) is final feature vector of deep neural networks

* Relaxing the overconfidence by smoothing the posterior distribution

Algorithmic Intelligence Lab
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Utilizing the Posterior Distribution

* ODIN detector [Liang et al., 2018]
e Calibrating the posterior distribution using post-processing

* Two techniques
* Temperature scaling

Py — 3 T) — P UC/T)
’ >y exp (fy(x)/T)
* Input preprocessing
x' = x — esign (— Vx log Py (y = ylx; 1)),

!

Magnitude of noise y is the predicted label

5(%1)
\ 0.86
ﬂ f 0.71
) 0.57

3 S . .
&) BAy 0" Figure 6: Illustration of effects
: of the input preprocessing.

® In-distribution image
Algorithmic Intelligence Lab ® Out-of-distribution image
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Utilizing the Posterior Distribution

* ODIN detector [Liang et al., 2018]
e Calibrating the posterior distribution using post-processing

* Two techniques
* Temperature scaling

o exp(fz(x)/T)
Ply=ylx;T) = S oxp (f, ()/T)

* Input preprocessing
x' = x — esign (— Vx log Py(y = y|x; 1)),

* Using two methods, the authors define confidence score as follows:

Confidence score = max, P(y|x’;T)

Algorithmic Intelligence Lab

23



Utilizing the Posterior Distribution

* ODIN detector [Liang et al., 2018]
* (Calibrating the posterior distribution using post-processing

* Two techniques
* Temperature scaling

o exp(fz(x)/T)
Ply=ylx;T) = S oxp (f, ()/T)

* Input preprocessing
x' = x — esign (— Vx log Py(y = y|x; 1)),

* Using two methods, the authors define confidence score as follows:

Confidence score = max, P(y|x’;T)

* How to select hyper-parameters
e Validation
* 1000 images from in-distribution (positive)
* 1000 images from out-of-distribution (negative)

24



Utilizing the Posterior Distribution

* Experimental results

Out-of-distribution FPR Detection ~ AUROC AUPR AUPR
dataset (95% TPR)  Error In Out
4 4 T T T

Baseline (Hendrycks & Gimpel, 2017) / ODIN

TinyImageNet (crop) 34.7/4.3 19.9/4.7 95.3/99.1 96.4/99.1 93.8/99.1
TinyImageNet (resize) 40.8/7.5 22.9/6.3 94.1/98.5  95.1/98.6  92.4/98.5

gf;‘:’;ﬁg LSUN (crop) 39.3/8.7 222/69  94.8/982  96.0/98.5  93.1/97.8
LSUN (resize) 33.6/3.8 19.3/44  954/992  96.4/99.3  94.0/99.2
iSUN 372/63  21.1/57  94.8/98.8  959/98.9  93.1/98.8
Uniform 23.5/0.0 143/2.5  96.5/99.9 97.8/100.0  93.0/99.9
Gaussian 12.3/0.0 8.7/2.5  97.5/100.0 98.3/100.0 95.9/100.0
TinyImageNet (crop) ~ 67.8/17.3  36.4/112  83.0/97.1  85.3/97.4  80.8/96.8
TinyImageNet (resize) ~ 82.2/443  43.6/24.6  70.4/90.7  71.4/914  68.6/90.1
Dense.sC  LSUN (crop) 69.4/17.6  372/113 83.7/968  86.2/97.1  80.9/96.5
CIEAR.100  LSUN (resize) 83.3/440  44.1/245 70.6/91.5  72.5/924  68.0/90.6
iSUN 84.8/49.5  447/272  69.9/90.1  71.9/91.1  67.0/88.9
Uniform 88.3/0.5  46.6/28  832/99.5  88.1/99.6  73.1/99.0
Gaussian 95.4/02  502/2.6  81.8/99.6  87.6/99.7  70.1/99.1
TinyImageNet (crop) ~ 38.9/23.4  21.9/142  92.9/942  92.5/92.8  91.9/94.7
TinyImageNet (resize) ~ 45.6/25.5  253/152  91.0/92.1  89.7/89.0  89.9/93.6
WRN.28.10  LSUN (crop) 350/21.8  20.0/13.4 945/959  95.1/958  93.1/95.5
CIFAR.10  LSUN (resize) 350/17.6  20.0/11.3  93.9/954  93.8/93.8  92.8/96.1
iSUN 40.6/21.3  22.8/13.2  925/93.7  91.7/912  91.5/94.9
Uniform 1.6/0.0 33/2.5  99.2/100.0 99.3/100.0  98.9/100.0
Gaussian 0.3/0.0 2.6/2.5  99.5/100.0 99.6/100.0  99.3/100.0
TinyImageNet (crop) ~ 66.6/439  35.8/244  82.0/90.8  83.3/914  80.2/90.0
TinyImageNet (resize) ~ 79.2/55.9  42.1/304  72.2/840  70.4/82.8  70.8/84.4
LSUN (crop) 74.0/39.6  39.5/22.3  80.3/92.0  83.4/924  77.0/91.6
WRN-28-10  LSUN (resize) 82.2/56.5  43.6/30.8 73.9/860  75.7/862  70.1/84.9
CIFAR-100  iSUN 82.7/573  439/31.1 72.8/85.6  74.2/85.9  69.2/84.8
Uniform 98.2/0.1 51.6/2.5  84.1/99.1  89.9/99.4  71.0/97.5
Gaussian 99.2/1.0  52.1/3.0  84.3/98.5  90.2/99.1  70.9/95.9
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Utilizing the Hidden Features

* Motivation
* Hidden features from DNNs contain meaningful features from training data

* They can be useful for detecting abnormal samples!

Algorithmic Intelligence Lab
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Utilizing the Hidden Features

* Local Intrinsic Dimensionality (LID) [Ma et al., 2018]
e Expansion dimension

* Rate of growth in the number of data encountered as the distance from the re
ference sample increases (V' is volume)

Va _ (""_2)m _ = 0(%/V1)

— = i 1
Vi 71 In(re/71) 0

Algorithmic Intelligence Lab
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Utilizing the Hidden Features

* Local Intrinsic Dimensionality (LID) [Ma et al., 2018]
e Expansion dimension

* Rate of growth in the number of data encountered as the distance from the re
ference sample increases (V' is volume)

- ()" om0

e LID = expansion dimension in the statistical setting

Definition 1 (Local Intrinsic Dimensionality).

Given a data sample x € X, let R > 0 be a random variable denoting the distance from x to
other data samples. If the cumulative distribution function F (r) of R is positive and continuously
differentiable at distance r > 0, the LID of x at distance r is given by:

(D)

2)

. I(F((1+e)-r)/F(r) r-F'(r)
LIDp(r) = lim In(1+ € = TFr)

whenever the limit exists.

* Where F is analogous to the volume in equation (1)

Algorithmic Intelligence Lab



Utilizing the Hidden Features

* Local Intrinsic Dimensionality (LID) [Ma et al., 2018]
e Expansion dimension

* Rate of growth in the number of data encountered as the distance from the re
ference sample increases (V' is volume)

V2 ) m ln(Vg/Vl)
2=(2) =>m=""1 (1)
Vi r1 In(rg/r1)
e LID = expansion dimension in the statistical setting
Definition 1 (Local Intrinsic Dimensionality).
Given a data sample x € X, let R > 0 be a random variable denoting the distance from x to
other data samples. If the cumulative distribution function F (r) of R is positive and continuously
differentiable at distance r > 0, the LID of x at distance r is given by:
In (F((l +e€)- r)/F(r)) r- F'(r)
LID £ = 2
r(r) = lim In(1+ €) F(r) ’ @
whenever the limit exists.
* Where F is analogous to the volume in equation (1)

-1 its k-th nearest neighbor

k
LID(x) = — %Zlog 3;(();))

Algorithmic Intelligence Lab 30



Utilizing the Hidden Features

* Motivation of LID
e Abnormal sample might be scattered compared to normal samples

X normal * adversarial e random
e ® °
e © . ° °® .: .‘ o®
° ° ° .. [ J [ ] °
o® s ¢ ® adversarial $
° ° ° e o subspace ®
X ® *
o0 ° . ®
° ® L .o °
e °° o .0 . o
[ ] .. P o [ ] .. °
. 0....° ® o’ e’
° °
° o'

* This implies that LID can be useful for detecting abnormal samples!

Algorithmic Intelligence Lab
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Utilizing the Hidden Features

* Motivation of LID
e Abnormal sample might be scattered compared to normal samples

x normal * adversarial e random
e o
o o ° :o .: .‘ o®
° ° ° °® ° LI
°° s ¢ ® adversarial 8
° ° ° e o subspace 4
°
X o ° ® * o °*
° 1 )
e *° o e .
[ ] .. P o ® [ ] .. )
. '.Qo.° ® e’ o
°
M

* This implies that LID can be useful for detecting abnormal samples!

e Evaluation: detecting adversarial samples [Szegedy, et al., 2013]
* Misclassified examples that are only slightly different from original examples

* This topic will be
covered in the next
" lecture

“panda” nematode™ “gibbon™

(v 26, [/
Algorithmic Intelligence Lab 57.7% confidence 8.2% confidence 99.3 % confidence 32



Utilizing the Hidden Features

* Motivation of LID
e Abnormal sample might be scattered compared to normal samples

x normal * adversarial e random
e o
e © R ° :o .: .’ o®
° ° ° °® ° LI
°° s ¢ ® adversarial 8
° ° ° e o subspace 4
°
X o, ° ® * o °
° L )
e *° o e .
° % PO ® o °
. ...0.. 0 ® .‘:...
°
M

* This implies that LID can be useful for detecting abnormal samples!

e Evaluation: detecting adversarial samples [Szegedy, et al., 2013]

“gibbon” “panda”

Algorithmic Intelligence Lab “panda”
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Utilizing the Hidden Features

Empirical justification

0.14 A .
—%— adv —e— normal —+— NOIisy
0.12 -
0.10 A
0.08

0.06 -

0.04

Normalized LID score

0.02

0.00 A

100 random CIFAR examples

* Adversarial samples (generated by OPT attack [Carlini et al., 2017]) can be distinguis

hed using LID

AUC score

1.0

0.8 4

0.6 1

0.4 4

0.2 4

0.0 -

Lo Ly Ly L3 Ly Ls Ls Ly Ls Lg LyoLiaLialy3Lyalys Lys LazLis LigLoo Ly Loy L3 Loalos
Layers used for LID estimation

* LIDs from low-level layers are also useful in detection

Algorithmic Intelligence Lab
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Utilizing the Hidden Features

* Main results on detecting adversarial attacks
e Tested method
* Bayesian uncertainty (BU) and Density estimator (DE) [Feinman et al., 2017]

Table 1: A comparison of the discrimination power (AUC score (%) of a logistic regression clas-
sifier) among LID, KD, BU, and KD+BU. The AUC score is computed for each attack strategy on
each dataset, and the best results are highlighted in bold.

Dataset Feature | FGM BIM-a BIM-b JSMA  Opt
KD 78.12 98.14 98.61 6877 95.15
BU 3237 9155 2546  88.74 71.30

MNIST KD+BU | 82.43 99.20 98.81 90.12 95.35
LID 96.89 99.60 99.83 9224 99.24

KD 64.92 6838 98.70 85.77 91.35

BU 70.53 81.60 9732 8736 91.39

CIFAR-10 KD+BU | 70.40 8133 9890 88.91 93.77
LID 82.38 8251 99.78 95.87 98.94

KD 7039  77.18 99.57 86.46 87.41

SVHN BU 86.78 84.07 8693 9133 87.13
KD+BU | 86.86 83.63 99.52 93.19 90.66

LID 97.61 87.55 99.72 95.07 97.60

e LID outperforms all baseline methods

Algorithmic Intelligence Lab



Utilizing the Hidden Features

 Mahalanobis distance-based confidence score [Lee et al., 2018]

Algorithmic Intelligence Lab
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Utilizing the Hidden Features

 Mahalanobis distance-based confidence score [Lee et al., 2018]

* Given pre-trained Softmax classifier with DNNs

Algorithmic Intelligence Lab

Py (y = clx) =

exp (WZ fs (x) + be)

>0 exp (Wei fo () + ber)
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Utilizing the Hidden Features

 Mahalanobis distance-based confidence score [Lee et al., 2018]

* Given pre-trained Softmax classifier with DNNs

Py (y = clx) =

exp (WZ fs (x) + be)

>0 exp (Wei fo () + ber)

* Inducing a generative classifier on hidden feature space

X = (OlC>e @

00O

OO0

Algorithmic Intelligence Lab

=

O
O
O

f(x)

penultimate

exp (Wl fy (x) + be)

Y 5 oo mif, 00 +b0)

=N (f(x)|pe, X)
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Utilizing the Hidden Features

 Mahalanobis distance-based confidence score [Lee et al., 2018]

* Given pre-trained Softmax classifier with DNNs

Py (y = clx) =

exp (WZ fs (x) + be)

>0 exp (Wei fo () + ber)

* Inducing a generative classifier on hidden feature space

X = (Olc>e @

00O

OO0

0 exp (W fo (x) +bc)
5 A QY Soewtinmeny
= O] f(x)
o P(f(x)ly = c)
penultimate — j\/'(f(x)|uc,2)

* Motivation: connection between softamx and generative classifier (LDA)

Py(y = c[x) =

exp(wex—+b.)

> o exp(wW o x+b.s
We =21y, be=-05uE"1u. +logm,

Algorithmic Intelligence Lab

) |~

Py(y = c|x) =

Po(x|ly =c) =

Po (x|y=c) Py (y=c)

> o Po(x|y=c")Po(y=c')
N(x|pe, ), Poly=c) =

Uye
c! 7Tc/

39



Utilizing the Hidden Features

 Mahalanobis distance-based confidence score [Lee et al., 2018]

* Given pre-trained Softmax classifier with DNNs

Py (y = clx) =

exp (WZ fs (x) + be)

>0 exp (Wei fo () + ber)

* Inducing a generative classifier on hidden feature space

X = (OlC>e @

OO0
00O

=

O
O
O

f(x)

penultimate

(Wl fy (x) +bc)

O exp
OlY S crwis,m b

P(f(x)ly = c)
=N (f(x)|pe, X)

* The parameters of generative classifier = sample means and covariance

* Given training data {(xl, yl), ceey (XN, "yN)}

Algorithmic Intelligence Lab
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Utilizing the Hidden Features

* Using generative classifier, we define new confidence score:

M(x) = max — (f(x) =) 7 (f(x) — )

* Measuring the log of the probability densities of the test sample

Algorithmic Intelligence Lab
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Utilizing the Hidden Features

* Using generative classifier, we define new confidence score:

M(x) = max — (f(x) ~ i) &7 (F(x) — o)

* Measuring the log of the probability densities of the test sample

* |ntuition

(a) max,P(y|x)

$ =OUT

(b) P(x)

Algorithmic Intelligence Lab
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Utilizing the Hidden Features

* Using generative classifier, we define new confidence score:
M(X) - m?‘x - (f(x) - I-"c) 3 (f(x) - Mc)
* Measuring the log of the probability densities of the test sample

* Boosting the performance
* Input pre-processing

X = X + &sign (VxM(x)) = x — £sign (Vx (f(x) — 1e)

* Motivated by ODIN [Liang et al., 2018]

1.00
0.86
0.71
0.57
> 0.42 S
28
0.13
-0.01

-0.16
-0.30

® In-distribution image
® Out-of-distribution image
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Utilizing the Hidden Features

* Using generative classifier, we define new confidence score:

AT &— ~
M(x) = max — (f(x) — &) X7 (f(x) - fic)
* Measuring the log of the probability densities of the test sample

* Boosting the performance
* Input pre-processing

= X + esign (VxM(x)) = x — £sign (Vx(f( ) —le) X l(f(x)—l/l\f?)>

* Feature ensemble

X = (0] = O e O .y | el =

O =N (fe(x)|pc,e, Ze)
f1(x) fa(x)
¥ $
P(fi(x)ly =) P(f2(x)ly = ¢) - Fitting Gaussian using features
= N(f1(x)|tte,1,21)| | = N(f2(X)|the,2, B2) from intermediate layers
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Utilizing the Hidden Features
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Figure 2: AUROC (%) of threshold-based detector using the confidence score in (2) computed at
different basic blocks of DenseNet trained on CIFAR-10 dataset. We measure the detection perfor-
mance using (a) TinyImageNet, (b) LSUN, (c) SVHN and (d) adversarial (DeepFool) samples.

X 0] © (010, [PE =0
S O 7 1O ™ | N (e 50
fl(x) fz(x)
4 2

P(f1(x)|ly = ¢)
= N(f1(x)te,1,%1)

P(fa(x)|y = c)
= N(f2(x)|pe,2, 2)

-

Fitting Gaussian using features
from intermediate layers

* Intuition: low-level feature also can be useful for detecting abnormal samples
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Utilizing the Hidden Features

* Main algorithm

Algorithm 1 Computing the Mahalanobis distance-based confidence score.
Input: Test sample x, weights of logistic regression detector ay, noise € and parameters of Gaus-
sian distributions {1 ¢, 3¢ : V¢, c}

Initialize score vectors: M(x) = [M; : V/]
for each layer/ € 1,..., L do

Find the closest class: ¢ = argmin. (fp(x) — ug,c)Tfle_l(fg (x) — He,c)
Add small noise to test sample: X = x — esign (vx (fe(x) — ﬁg,g)T f]e_l (fe(x) — ﬁg,’c\))
Computing confidence score: My = max — (fy(X) — ﬁg,c)T ie_l (fe(X) — 1e,c)

end for
return Confidence score for test sample ) ,, o, M,

 Remark that
* We combine the confidence scores from multiple layers using weighted ensemble

>t M
* Ensemble weights are selected by utilizing the validation set
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Utilizing the Hidden Features

* Experimental results on detecting out-of-distribution
e Contribution by each technique

Feature Input TNR Detection AUPR AUPR
Method ensemble pre-processing at TPR 95% AUROC accuracy in out
Baseline [13] - - 32.47 89.88 85.06 85.40 93.96
ODIN [21] - - 86.55 96.65 91.08 92.54  98.52
- - 54.51 93.92 89.13 91.56 9595
Mahalanobis - v 92.26 98.30 93.72 96.01 99.28
(ours) v - 91.45 98.37 93.55 9643  99.35
v v 96.42 99.14 95.75 98.26 99.60
O O If score > €:
'®) '®) » In-distribution
o O O Else: out-of-
[Input] [Classifier] I distribution

Baseline [13]: maximum value of posterior distribution
ODIN [21]: maximum value of posterior distribution after post-processing

Ours: the proposed Mahalanobis distance-based score
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Utilizing the Hidden Features

* Experimental results on detecting out-of-distribution

* Main results

In-dist Validation on OOD samples Validation on adversarial samples
(model) O0OD TNR at TPR 95% AUROC Detection acc. TNR at TPR 95% AUROC Detection acc.
Baseline [13] / ODIN [21] / Mahalanobis (ours) Baseline [13] / ODIN [21] / Mahalanobis (ours)
CIFAR.10 SVHN 404/77.0/91.2 89.9/94.6/98.2 832/88.1/93.5|| 40.4/493/79.1 89.9/89.8/94.6 83.2/81.7/88.9
(DenseNet) TinyImageNet 59.4/92.5/95.3 94.1/98.5/99.0 88.5/94.0/95.3|| 59.4/92.5/94.1 94.1/98.5/984 88.5/93.9/94.6
LSUN 669/96.2/97.5 955/99.2/993 90.2/95.6/96.5|]] 66.9/96.2/96.9 955/99.2/99.1 90.2/95.6/96.1
CIFAR.100 SVHN 262/568/82.1 826/925/97.2 755/860/91.4|| 262/39.5/50.8 82.6/88.2/90.7 75.5/80.7/83.8
(DenseNet) TinyImageNet 17.3/43.1/86.6 71.6/855/97.3 65.7/77.3/92.0|| 17.3/43.1/863 71.6/853/97.3 65.7/77.2/91.5
LSUN 164/415/91.2 70.8/85.8/97.8 650/77.5/93.8)] 164/41.5/89.6 70.8/857/97.8 65.0/77.4/93.1
SVHN CIFAR-10 69.1/69.1/97.9 91.8/91.8/99.1 86.5/86.5/96.5|] 69.1/53.0/91.1 91.8/820/974 86.5/76.4/93.7
(DenseNet) TinyImageNet 79.7/84.0/99.9 94.8/95.1/99.9 90.2/90.3/99.0{{ 79.7/74.4/99.7 94.8/90.7/99.7 90.2/85.3/98.6
LSUN 77.1/81.2/999 94.1/94.5/99.9 89.2/89.2/99.3|] 77.1/73.4/99.9 94.1/90.5/99.9 89.2/84.8/99.1
CIFAR.10 SVHN 322/819/97.4 899/958/99.2 85.1/89.1/96.2|| 322/40.4/87.8 89.9/865/97.7 85.1/77.8/92.6
(ResNet) TinyImageNet 44.1/71.9/97.8 91.0/93.9/99.5 84.9/86.3/96.8|| 44.1/69.5/97.1 91.0/93.8/994 84.9/85.9/96.3
esive LSUN 45.1/73.8/993 91.1/94.1/99.8 85.3/86.6/98.2|| 45.1/70.1/98.8 91.1/93.7/99.7 85.3/85.7/97.5
CIFAR.100 SVHN 19.9/68.1/925 793/92.1/985 732/85.1/939|| 19.9/183/80.1 793/72.0/962 73.2/66.7/90.3
(ResNet) TinyImageNet 20.2/49.3/90.9 77.1/87.6/98.2 70.8/80.0/93.4|| 20.2/46.5/88.0 77.1/86.8/96.5 70.8/78.9/91.9
LSUN 184/453/91.9 75.6/85.0/983 69.8/77.8/93.9|| 184/43.2/85.1 75.6/84.4/954 69.8/77.0/91.0
SVEN CIFAR-10  783/783/98.6 929/929/993 90.1/90.1/97.0|| 783/783/96.0 92.9/92.9/983 90.1/90.1/95.6
(ResNet) TinyImageNet 79.1/79.1/99.9 93.5/93.5/99.9 90.4/90.4/99.1f| 79.1/79.1/99.3 93.5/93.5/99.3 90.4/90.4/98.9
LSUN 745/745/99.9 91.5/91.5/999 889/88.9/99.5|] 745/74.5/99.9 91.5/91.5/99.9 88.9/88.9/99.5
* For all cases, ours outperforms ODIN and baseline method
* Validation consists of 1K data from each in- and out-of-distribution pair
* Validation consists of 1K data from each in- and corresponding FGSM data
* No information about out-of-distribution
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Utilizing the Hidden Features

* Experimental results on detecting adversarial attacks
* Main results

Model Dataset Score Detection of known attack Detection of unknown attack
(model) FGSM BIM DeepFool CW | FGSM (seen) BIM DeepFool CW
KD+PU [7] 84.30 98.08 77.23 74.92 84.30 75.69 76.95 72.48
CIFAR-10 LID [22] 98.48 100.0 83.36 79.23 98.48 99.50 68.96 65.85
Mahalanobis (ours) | 99.97 100.0 83.73 85.28 99.97 99.57 83.58 84.18
KD+PU [7] 68.24 84.80 67.60 47.80 68.24 14.91 67.58 52.08
DenseNet CIFAR-100 LID [22] 99.67 99.88 88.37 68.52 99.67 52.38 86.95 64.98
Mahalanobis (ours) | 99.89  100.0 91.47 80.31 99.89 100.0 90.24 76.38
KD+PU [7] 89.57 98.33 90.94 90.20 89.57 92.08 91.05 90.22
SVHN LID [22] 99.48 99.37 93.42 93.75 99.48 98.50 88.60 84.90
Mahalanobis (ours) | 99.91 99.95 96.36 96.19 99.91 99.82 94.43 95.07
KD+PU [7] 84.67 99.66 80.92 70.38 84.67 82.37 80.85 70.41
CIFAR-10 LID [22] 99.77  99.88 88.94 80.74 99.77 98.65 87.48 73.12
Mahalanobis (ours) | 99.99 99.99 94.21 93.33 99.99 99.95 93.58 92.58
KD+PU [7] 73.41  90.55 78.41 67.32 73.41 50.36 78.85 67.36
ResNet  CIFAR-100 LID [22] 99.01 99.80 88.88 74.96 99.01 36.46 87.06 69.83
Mahalanobis (ours) | 99.85 99.48 93.84 86.24 99.85 99.16 60.25 82.87
KD+PU [7] 86.76  96.16 91.45 84.22 86.76 93.38 91.44 84.37
SVHN LID [22] 97.18 96.39 95.88 86.81 97.18 93.45 93.05 71.92
Mahalanobis (ours) | 99.24  99.40 97.17 91.06 99.24 99.10 95.60 86.09

* For all tested cases, our method outperforms LID and KD estimator
* For unseen attacks, our method is still working well
* FGSM samples denoted by “seen” are used for validation
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Summary

* In this lecture, we cover various methods for detecting abnormal samples like o
ut-of-distribution and adversarial samples

e Posterior distribution-based methods
 Hidden feature-based methods

* There are also training methods for obtaining more calibrated scores
* Ensemble of classifier [Balaji et al., 2017]
* Bayesian deep models [Li et al., 2017]
e Calibration loss with GAN [Lee et al., 2018a]

e Such methods can be useful for many machine learning applications
* Active learning [Gal et al., 2017]
* Incremental learning [Rebuff et al., 2017]
* Ensemble learning [Lee et al., 2017]
* Network calibration [Guo et al., 2017]
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